senior director and chief security officer of Cisco's Collaborative Software Group where he works on Cisco's WebEx product. 5 In Cloud Computing: Implementation, Management, and Security, the authors present a persuasive case for businesses to use cloud computing solutions, but a less persuasive case that the time to switch cloud computing is now. While acknowledging the vagueness and confusion 1 JOHN W. RITTINGHOUSE & JAMES F. RANSOME, CLOUD COMPUTING: IMPLEMENTATION, MANAGEMENT, AND SECURITY, xix (CRC Press, Taylor & Francis Group) (2010). 2 Id. 3 Biography of John W. Rittinghouse, Ph.D., CISM, archived at http://www.webcitation.org/5ntFJvrGR 4 Id. 5 Biography of James Ransome, Cisco Systems, Inc., archived at http://www.webcitation.org/5ntGFFdpU. surrounding the term cloud computing, the authors tentatively define it as "the delivery of computational resources form a location other than the one from which you are computing." 6 The authors begin with the technical background of cloud computing, by describing the history and evolution of computers and the internet. After laying the basic framework of networking, the authors explain "virtualization," which is a method of cloud computing that enables one piece of hardware to run multiple virtual environments.
Many types of cloud computing services are available because of massive presence of the internet. Communication-as-a-Service ("CaaS") allows for certain messaging tools such as Voice over IP ("VoIP"), Instant Messaging ("IM"), and video conferencing.
7 Infrastructure as a Service ("IaaS") is the "delivery of computer infrastructure as a service" that allows the customer to "maintain owner and management of their application(s) while off-loading . . . infrastructure management to the IaaS provider." 8 Monitoring as a Service ("MaaS") is the outsourcing of security services to a third party security team. 9 Platform-as-a-Service ("PaaS") is an application delivery model that is independent from the specific operation system it is running on-it is meant to be only a web-based development infrastructure. 10 Software-as-a-Service ("SaaS") is typically when a software vendor supplies software over a network as opposed to the typical distribution of installation on individual computers.
11
IT Professionals use several protocols and technologies to build cloud networks. One reason for making a switch to cloud networks is that cloud data cents are cost-effective and allow for better collaboration 12 "Service-oriented architectures" ("SOAs") can leverage network services, but SOAs only somewhat overlap with the area of cloud computing. 13 Cloud computing is not a replacement for SOAs, but SOAs are a building step towards getting a cloud computing system. 14 The authors describe how to enable an SOA by planning for capacity, availability, and security. 15 After planning, open source software can then inexpensively enable the systems. 16 The book describes various open source solutions such as the Apache web server, database software such as MySQL and PostgreSQL, and virtualization software such as VMWare and Xen. 17 Sun xVM VirtualBox, available free of charge, can virtualize software on a computer. 18 The authors detail the general steps of downloading and installing the virtualization software. 19 Then, the authors describe how to download and install a guest operating system onto to the Sun xVM VirtualBox while using FreeDOS. 20 The book provides screenshots of every step of the installation process for both the Sun xVM VirtualBox and the FreeDos Operating System. 21 The three elements of federation, presence, and privacy in cloud computing help describe, on a semi-technical level, whether there are reasonable concerns about security in the cloud and how those concerns can be eliminated. 22 Federation is, generally, the ability for two servers to exchange information. Some of the popular Software-as-a-Service providers can be integrated into other cloud computing solutions. 38 The book describes YouTube, the popular streaming video website, Zimbra, a web-based email, calendar, and collaboration software package, Facebook, the social networking website, Zoho, the document application suite, and the DimDim collaboration suite.
The book introduces these SaaS packages are case studies of cloud computing integration.
39
Mobile internet devices, such as 'smartphones,' can also integrate with cloud computing. 40 The authors explain the differences between the popular smartphone operating systems, iPhone, Android, BlackBerry, Windows Mobile, and Ubuntu Mobile Internet Device.
41
The authors describe mobile virtualization and collaboration applications for mobile devices.
42
In closing, the authors predict that cloud computing is at an immature stage of its development, but that when security and privacy improves cloud computing will expand. The authors, however, believe that companies and consumers are missing out on cloud computing because they do not "fully grasp the concept" and they hope the book improves the grasp of this technology.
43
Cloud Computing: Implementation, Management, and Security collects and provides quality information about cloud computing in one source. As a resource, this book would be valuable to either a business person trying to decide whether to switch to cloud computing, or IT personnel who would like to educate themselves on cloud computing because it has a wealth of information of both the background of cloud computing, and examples of possible implementations. It does not fully answer concerns about the maturity of the technology, and while it does explain the security of cloud computing, it would not fully assuage the fears of a manager about possible security breaches in the cloud because, as the authors admit, the technology is at an immature stage of its development. Structurally, however, the book lays forth a pyramid of ideas to reach its conclusion: that cloud computing is here to stay, and companies should get on board.
The book does prove this thesis, but lacks a continuous theme of clearly bringing each chapter back to why cloud computing should be implemented at companies. In appendix B, a mock dialogue of a board meeting explains why a company would switch to cloud computing.
While contrived, this appendix does a good job of concisely explaining what advantages cloud computing would provide for a company, and successfully pulls the book together. The appendix does not offer any new information-it is a collection of information scattered throughout the technical chapters-but it ties the book together. In sum, Cloud Computing:
Implementation, Management and Security performs the difficult task of providing technical
